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Abstract—Big Data analysis often relies on open data,
integrating it with large private data sets, using it as ground
truth information, or providing it as part of the input to
large simulations. Data can be released openly by governments
to achieve various objectives: transparency, informing citizen
engagement, or supporting private enterprise, to name a few.
To the latter objective, Big Data analytics algorithms rely on
high-quality, timely access to various data sources, including
open data. Examples include retail analytics drawing on open
demographic data and weather forecast systems drawing on
open weather and climate data. In this paper, we describe
the rise of post-truth in society, and the risks this poses to the
quality, integrity, and authenticity of open data. We also discuss
approaches to identifying, assessing, and mitigating these risks,
and suggest future steps to manage this data quality concern.
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I. I NTRODUCTION
The volume and variety of data currently available to individuals is unprecedented in our history [1]. Improvements in
storage and distribution technology along with mobile technology have put vast amounts of data at our fingertips. One
societal impact of the reduction of barriers to generating,
publishing, and accessing data is the common expectation
that all data be open and available [2], particularly data
from communities, organizations, and societies to which
one belongs. When publicly released by governments, as
is increasingly common, this data is called open data. To
realize the potential of this data, it must be used effectively,
which includes analyzing and visualizing raw data to produce information and increase knowledge. The quality of
open data is often assumed by end-users, who assume it is
an accurate lens into the inner functioning of government.
Typically, open data is defined as any data collected,
acquired, or curated by government agencies, and then
released1 .Open data is believed to have positive impacts that
include encouraging an informed populace, supporting government transparency, and enabling value-added services [3].
Publicly available information about governments, political
processes, and elected officials is generally considered an
important part of a democracy, particularly when it leads to
citizens that are equitably informed [4], [5].
1 This

is less restrictive than other definitions, which require that data be
released in a non-proprietary, well-structured digital format.

Open data has come about slowly: early reporters on
discussions in the House of Commons were jailed for
contempt of Parliament [6], yet by the early 1900’s (1880 in
Canada and 1909 in the UK), government-funded in-house
teams assembled a semi-verbatim record published in the
Hansard [6]. Later in the 20th century, governments passed
legislation requiring the release of certain government documents on request (the Access to Information Act [7], in
Canada). Today, the expectation is the default release of
datasets designed to be well-formatted and easily usable by
machines2 . In June 2013, the G8 member countries signed
an Open Data Charter, committing to build on existing open
data initiatives.
Developers are making use of open government data
to support transparency, and to drive innovative applications [8], including applications driven by big data analytics
and machine learning [9]. These applications require timely
access to high-quality information. For machine learning in
particular, small errors in data used as input to training stages
can be magnified by orders of magnitude as the trained
algorithm is scaled to process Big Data.
As governments worldwide push forward open data plans,
and developers, analysts, and entrepreneurs continue to
rely on extant open data sets, the way some governments
view data, and the way some people view governments,
is undergoing an important shift. It is important to have a
cross-discipline conversation about how our acknowledged
“post-truth society” poses risks to the usefulness, growth,
and ongoing maintenance of open data.
To begin this conversation, we identified and categorized
a set of fundamental risks posted by post-truth governments,
along with assessments of how easy each is to detect. We
also identified a variety of mechanisms to mitigate these
risks, and assessments of how easy each mitigation strategy
is. We conclude the most concerning risk, due to its difficulty
to detect and mitigate, is increasing the amount of low
quality data, specifically data that is subtly flawed or biased
in a particular policy direction.
The remainder of the paper is organized as follows.
Section II provides additional background and literature,
2 See for example federal (http://open.canada.ca/en), provincial (e.g. https:
//data.novascotia.ca/), and municipal (e.g. https://www.halifaxopendata.ca/)
sites.

including a more detailed look at the concept of a post-truth
society. Section III introduces the risks and assesses their
difficulty to detect as well as how difficult it would be to
launch each risk. Section IV discusses mitigation strategies.
We offer a discussion and conclusion in Section V.
II. BACKGROUND AND R ELATED W ORK
The concept of a ‘post-truth’ society was coined in the
1990s [10]. Oxford dictionary, in naming ‘post-truth’ the
word of the year in 2016, defines it as “relating to or
denoting circumstances in which objective facts are less
influential in shaping public opinion than appeals to emotion
and personal belief” [11]. There is concern in the scientific
community that Donald Trump’s election establishes that we
have now definitely entered a post-truth era in politics [12].
The post-truth world poses several challenges to the scientific community and any who prefer “decisions guided by
evidence” [13]. Without a perceived need for this guidance,
it’s unclear what role open data will continue to play in
democratic society.
While a certain amount of untruth has always been
expected in politics, it is new for newspapers to maintain
databases of all false claims the elected president of the
United States of America has made [14]. The current political climate is tense and highly polarized [15], which is
a threatening environment for truth. Two commonly-cited
examples are Brexit in the UK and the election of Donald
Trump in the USA, two examples where demonstrably false
claims were not considered disqualifying, and where the
democratic decisions took place in highly partisan environments, and witnesses pandering to extremist groups, particularly right-wing militant groups like neo-Nazis and the
KKK [15]. The presentation of data and information may be
influenced by political belief, consciously or unconsciously,
and in a post-truth world, it’s not clear that most citizens
would raise an objection.
It should be noted that politicians and the civil service
are different entities, and that often open data is managed
by dedicated, honest public servants who are committed
to providing data of the highest quality. Yet in a democratic society, we elect leaders and expect them to provide
oversight of government agencies, including the departments
responsible for open data. There is, generally speaking, an
opportunity for the views of politicians to be made clear to
those providing open data.
A. Open Data and Trust
Opening up government data is meant to make government data a public good and let people engage with the
data in new ways [8]. The increased transparency that results
can increase warranted trust while reducing the levels of
unwarranted trust [16]. Yet open data is not a universal
good: one oft-discussed concern is ‘openwashing’: releasing
large volumes of mainly worthless data to create an illusion

of openness, or releasing data in an obscure manner [17].
There is also still work to be done on standards of open data,
particularly for quality assessment, and a need to improve
the management of the data [17].
Public trust is vital to good governance. It “promotes
public participation and collaboration” [18]. One might thus
assume that a lack of trust is a critical threat to open data: a
state that reduces the likelihood of citizens using open data,
and that requires constant vigilance. Yet the higher levels of
trust promoted by open data are potentially a greater threat, if
that trust is unwarranted. A government that merits trust can
threaten open data through inattention, leading to insufficient
quality control, preservation, and management of data. An
untrustworthy government can do that and more to abuse
the misplaced trust of its citizens.
B. Trust as a Dimension of Data Quality
Trust has long been accepted as an important dimension of
data quality. The abstract nature of trust leads to a variety of
terms reflecting narrower, more measurable attributes, like
trustworthiness, veracity, reliability, or dependability [19],
and there is some variation in establishing the criteria for
when this quality dimension is achieved. The general sense
is that “the data can be counted on to convey the right
information” [19].
Trust is often suggested as a component of the fourth ’v’
of Big Data: volume, variety, velocity, and veracity, though
it is not one of the original three [20]. Scannapieco [21] goes
further, suggesting that a state of trust only exists between
organizations when each believes the other will provide high
quality data. Wang and Strong [22] describe an enhanced
understanding of “accuracy” that includes reliability and
certification as components that enhance trustworthiness.
There is also an indication that there is a two-way
relationship: that without trust in an organization, we don’t
consider their data to be of high-quality; but also that if a
person is able to identify that data is of low quality, they are
less likely to trust the providing institution [23][24].
III. R ISKS TO O PEN DATA
In a post-truth era, principles like objectivity and proof are
diminished. A government operating on post-truth principles
has to deal with open data somehow, yet open data is “a
threat to their power” [25]. If we are to be effective stewards
of government open data, we must identify and understand
the risks post-truth poses to open data. While perhaps the
most obvious step is to close down open data portals, this
is a highly overt step, and potentially a self-defeating one
given the role open data can play in increasing trust in
government. We spend more time on subtle approaches to
influencing open data, which can have far-reaching effects
as open datasets are leveraged in machine learning and big
data analytics.

Table I provides an overview of the top-level categories of
identified risk, including a brief description. For each risk,
we provide a coarse assessment of four factors: how difficult
it is to threaten open data to take advantage of that risk; how
likely it is that a post-truth government would exploit that
risk; the expected level of harm that would result from that
risk if exploited; and how easy it would be for an outsider to
detect that this risk has been exploited. Each risk is described
in more detail in the following sections.
While each risk is described individually, it should be
noted that these risks are all present at the same time, and
multiple can be exploited at the same time.
A. Closing down open data
The most obvious risk to open government data is that the
government will shut down open data portals. This does not
have to be malicious; there could be funding challenges, or
the usefulness of the data being open is contested. However,
it is possible that the government might do this for partisan
reasons, or to restrict public access to certain data types. It
would be very easy for this to happen: all the government
would have to do is to close off access to government data,
shut down open data portals, and stop funding open data
initiatives. This would take very little time, and it would
mean that some or perhaps all government data is no longer
accessible. If done at the level of an entire data portal,
this would be an overt move – the public would know
immediately, especially in this era of social media – but
it has already begun in some places.
A more selective approach, where certain data sets are
removed, might be more difficult to notice. For example,
after a major hurricane devastated Puerto Rico, a political
debate ensued about whether the US federal government was
doing enough to support this US territory. The Washington
Post reported that data about citizens without water and
without electricity had been removed from the Federal Emergency Management Agency (FEMA) website [26]. FEMA
responded that the data were available elsewhere, but in
response to complaints they would resume their practice
of replicating the data on their own website [26]. This
case could be an innocent error, or could indicate that a
government agency was willing to stop sharing open data to
support a partisan position. Either way, it demonstrates that
even a single data set being removed is an overt act when
that data set is highly politicized. In contrast, the removal
of climate change data from certain government websites
passed with less notice, and has not been returned.
A more passive approach can be to simply let entropy, and
the basic passage of time, minimize the impact and growth
of open data. This action is difficult to attribute to malice and
can simply reflect differing priorities. Few have noticed that
the White House Office of Science and Technology Policy
website once featured a significant section dedicated to open
data, yet now no longer mentions open data at all.

Each of these strategies can be executed easily – the third
example requires literally doing nothing. We rate the likelihood as ‘Very High’, in part because there is some evidence
this is already happening in the US. The potential harm is
high, as some of this data is uniquely only available from
the government, and this strategy has the potential to reduce
access to that data. This would reduce the effectiveness of
many forms of Big Data analytics It is easy to detect when
data that was once open is now closed.
B. Introducing low quality data
This risk takes advantage of the general levels of trust
afforded to open data to change the character of the data
that’s available. For example, funding information gathering
or scientific study in government agencies that is based
on low-quality science that toes the party line, often by
redirecting funds from actual evidence-based inquiry, or cuts
to both generating and storing data [27]. A government can
indirectly influence the content available.
The difficulty of this option is not the actual act, which is
a relatively straightforward undertaking. The difficulty arises
in the time it takes for this approach to have an impact on
the open data portal, and in the challenge of promoting the
research as legitimate. Depending on the discipline, it may
be very easy to fool the layperson into calling the research
sound, or it may be more trouble than it’s worth. The same
goes for the chances of detecting these poor data; it may be
close enough to legitimate data that only field experts would
be able to catch the discrepancies.
In the best case, the harm from this action is reduced value
and reduced trust in open data. In the worst case, open data
can be used to support and convince people of the quality of
the data, exploiting unwarranted trust in the quality of open
data. Both of these outcomes have the potential to cause
substantial harm, as the loss of confidence in open data is
likely to be transferred to Big Data.
C. Tweaking open data
This risk also takes advantage of trust in open data, but in
a more direct form: simply altering the data already present
in various open data portals. Particularly with open research
data and open observation data, updating datasets due to new
information is common: instrument recalibration, quality
control, error correction, etc. In some cases, tweaking data
can can produce a slightly different picture and a different
conclusion. We know that small errors or biases in training
data can have a substantial impact on machine learning or
analytics algorithms, so the potential harm here is high.
While one might be able to detect this by looking for
unexpected data sets that support a particular perspective,
but in general could be very difficult to detect. Domain
experts would be necessary to detect all but the most blatant
changes, and there may be nothing to arouse suspicion.
Happily, in order to not raise suspicions, the changes would

Table I
I DENTIFIED RISKS AND A COARSE ASSESSMENT AS TO HOW DIFFICULT EACH IS TO EXECUTE , HOW LIKELY IT IS TO BE DEPLOYED , THE MAGNITUDE
OF THE EXPECTED HARM , AND THE EASE OF DETECTION .
Risk

Difficulty

Likelihood

Harm

Ease of Detection

Closing down open data: either by removing the data
entirely or by defunding open data

Easy

Very High

High

Easy

Diluting the quality of open data by introducing data
with bias (e.g. from poor science)

Hard to
quickly

Varies by Discipline

Very High

Varies by Discipline

Tweaking data: making small changes (e.g. ‘corrections’
and ‘recalibrations’)

Easy

Medium

Magnified by
Big Data

Medium

Reduce the volume of quality open data by reducing
spending on information gathering and research projects

Easy

Likely

High

Easy

Making data difficult to locate: obscuration and obfuscation

Easy

Medium

Low

Easy/Hard

have to be made with a certain level of expertise, which
might be more trouble than it’s worth and makes this option
less likely than the others.
D. Reducing high quality data
Much of the high quality data in open data portals is
due to government-funded information gathering or research
programs, from census data to genetics data. There are
various approaches to keeping this data out of open data
portals, ranging from no longer approving the release of
the data to not staffing key positions to no longer funding
the programs at all. One can also reduce the focus on, and
funding for, and entire discipline [27].
We rate it ‘easy’ to exploit this risk, because it again does
not take a great deal of effort. While some mechanisms of
exploiting this risk would require a government to give up
its own high-quality data, we believe it is plausible that a
post-truth government would make this “sacrifice”. It is thus
quite likely.
The potential damage from this risk is quite high, as this
would leave a major evidence gap in government decisionmaking. This may be difficult to detect if it doesn’t happen
quickly, or may be mistaken as a symptom of another agenda
(general attacks on science, for interest).
E. Making data difficult to locate
This risk is another that may occur completely naturally,
and thus can be difficult to prove. Data is produced at
a prodigious rate, and government data is no exception.
With this much data, it is possible that good data could
be obscured by bad or useless data accidentally. Deliberate
obscuring of data could be accomplished by hiding datasets
in different parts of a website, placing datasets on different
websites entirely, or by choosing not to reveal its existence.
In the FEMA case discussed above, their spokesperson
protested that the data was still on the FEMA website, it
was just difficult to find. As this phenomenon is happening
naturally, it could be fairly easy to hide any deliberate

do

obscuring: citizens almost expect their government website
to be difficult to use. The data still exist and are not tampered
with, yet data is difficult to discover and access, so we rate
the overall harm as ‘low’.
IV. M ITIGATING R ISKS TO O PEN DATA
Our assumption is that while we may be describing a
post-truth era, there still exists a set of people who are
concerned about the quality of open data, who wish to
see it used effectively, and who in general recognize the
value of truth and objective fact. In support of this group of
people, we suggest avenues to explore for mitigating these
risks: reducing the likelihood of occurrence, decreasing the
magnitude of harm, or increasing capacity to detect them.
This is an initial starting point, and while not quite a research
roadmap, does suggest avenues for further inquiry.
Table II provides an overview, for each identified risk,
of mitigation strategies and the ease of implementing that
strategy. Mitigation strategies are described in more detail
in the following sections.
A. Closing down open data
It is difficult to mitigate the likelihood of this happening.
The government closing open data could happen with little
warning. This is not an issue of public consultation, and
waking up to missing open data sets, or even portals, is a
real risk. However, it is possible to reduce the magnitude
of harm that would result. For example, data rescue and
data replication take currently open data and ensure that it
will remain open in some capacity, if not in a government
portal. This is a reasonably straightforward solution, and is
worthwhile to explore even if there is no imminent risk. For
example, there were efforts to archive US climate change
data in Canada, led by University of Toronto professors [28].
If the data has not been rescued before it is closed, it is
possible to raise protests about this in the public sphere. A
case can be made that the public deserves access to data.
This is not guaranteed, however, and it might take a great

Table II
S UMMARY OF MITIGATION STRATEGIES FOR OPEN DATA RISKS , AND THE EASE OF EMPLOYING THE STRATEGY.
Risk

Mitigation

Ease of Mitigation

Closing down open data

rescue and replication, protesting

Easy to medium

Introducing low quality data

Watchdogs, data literacy, scrutiny from domain experts, external data quality ranking

Hard

Tweaking open data

Watchdogs, rescue and replication, versioning, fingerprints

Hard

Reducing high quality data

Global community

Hard

Making data difficult to locate

Big Data analytics, scrutiny, crowdsourcing, Alternate portals

Medium

deal of effort only to find out that the data will not be reopened.
B. Introducing low quality data
There are a few different solutions for this particular risk.
Designating watchdogs for government data, independent
organizations made up of domain experts who can evaluate
data properly and as objectively as possible, is a good start.
There could also be an outside ranking of data quality, so
any government datasets which end up in other repositories
may be rated according to its actual quality. These rankings
would be most effective if they were international, or at
the least impartial and covering multiple disciplines. Finally,
encouraging data literacy [29] among the public would allow
the public itself to be a watchdog. A data literate population
could critically evaluate data they receive, and this would
both help detect and help reduce the harm of this risk.
Unfortunately, none of these solutions are easy. There are
already some watchdog organizations such as the Center
for Scientific Integrity, a non-profit that is the parent organization of Retraction Watch [30], but with the volume
of open government data being released, it will be difficult
to monitor everything. The ranking idea could have many
other applications than open government data, but there is
no official ranking system as of yet and it could take years
before one is developed and approved. It would also be
excellent if the public was more data literate, but this would
also be a long-term educational effort. It will also be difficult
to establish these solutions across every possible discipline,
particularly in terms of public data literacy.

have been made. Dataverse already has versioning options in
their repositories, and anyone accessing their data may view
a file’s versioning history (TK). If this was held as a standard
for open government data, it would be an effective method of
mitigating this risk, because it would be easier to see when
new versions were created, and it would be easier to question
why that data was changed. Similarly, Dataverse, a common
data repository, advocates for (and supports) the Universal
Numerical Fingerprint [31], which operates at the semantic
level of the dataset to calculate a type of “fingerprint” for
the dataset.
D. Reducing high quality data
In the case of scientific research programs, there is a mitigation strategy: seeking funding elsewhere. If researchers
relocate to a different country, they may be able to continue
their research without their government’s support. This may
also put pressure on the offending government to reconsider
their decisions, especially if there is a mass exodus of prominent researchers. However, this solution is not sustainable.
It may be difficult for many researchers to move, nor is it
wise to encourage mitigation strategies that result in a brain
drain.
In the case of information gathering programs, and as
an alternative to the above mitigation strategy for research
programs, the global community can assume the burden of
collecting the information in question. While census data
(for example) would be difficult to replace externally, some
forms of observation (satellite and other remote sensing) can
be supported in other countries.

C. Tweaking open data

E. Making data difficult to locate

As stated above, this option is a great deal of effort for
government-funded research. However, if it does happen, it
would be more difficult for even domain experts to detect
subtle changes, meaning that the watchdogs would have to
be vigilant. Data rescue and replication would also be of
use here in order to see different versions of datasets, but
the challenges of that have been explained above.
Other approaches include examining versioning, including
automated analysis of checksums to see if a file has changed,
so that datasets in any repository can show when revisions

This particular problem is one that all of society is
facing, post-truth or not. Developments in big data analytics
are the most obvious steps to limit the impacts of this
risk, improving our ability to sift through vast amounts of
information to find the important pieces. Watchdog scrutiny
may be able to help with watching how data is released,
noting any patterns and addressing any concerns. Finally,
crowdsourcing can be an unofficial watchdog, using numbers
of people rather than expertise to monitor the ebb and flow
of open government data.

In case of data that is online but simply difficult to find
due to the structure of the website, replication of open data
sets on “shadow” websites is permitted by most open data
licenses. Third parties could provide portals that are easier
to use, or easier to search, or that aggregate open data from
multiple disparate locations.
V. C ONCLUSION
The arrival of the post-truth era should cause all of us
who work in the Big Data space to critically evaluate the
data we rely on, including open data (big and small). We
have identified and described various risks, and strategies for
exploiting these risks, that we might encounter when interacting with government in a post-truth era. Most risks were
easy to exploit, and had the potential to cause substantial
harm. Fortunately, for each there are mitigation strategies,
at varying levels of difficulty and complexity.
An important next step is to undertake development and
detailed assessment of these mitigation strategies, including
the further development of strategies like dataset quality
assessment, dataset fingerprinting, and data rescue tools
and processes. Simultaneously, we hope for a robust and
thoughtful discussion about the risks we’ve identified, how
we categorized multiple variants of a risk, and which risks
we may not have identified at all.
Open data is released by governments, and it’s easy to
think about that as being about politicians and civil servants.
We must remember that open data is a public asset – our
public asset. It’s important that we be thoughtful and vigilant
in protecting this asset for the benefit of society.
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